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Abstract: With the rapid increase of malware, conventional malware detection approaches increasingly fail,
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modern heuristic technologies often perform dynamically, which is not possible in many applications due to
related effort and the scale of files. Therefore, it is important for malware analysis that it is classifying unknown
malware files into malware families in order to characterize the static malware characteristic accuracy. In this
paper, we introduce a distributed approach to perform fast malware classification based on gene metadata
of malware PE executable. We use a machine learning technique called random forest algorithm to classify
malware fast and accurately. The results of large scale classifications show that our prototype system successfully
determined some semantic similarity between malware according to the gene metadata, and make the antivirus

more effective.
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