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Abstract: [Objective/Significance] The network security situation is becoming much more serious. It is particularly important for
network security protection to extract network security entities and their relationships from threat intelligence and build structured
threat intelligence information. In the past work, the relationship extraction of nested entities are always difficult. The overlapping

of nested entities and relationships cannot be effectively identified, resulting in low accuracy, which brings great challenges to the
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research of threat intelligence information extraction. [Methods/Process]According to such situation and aiming at the problems

doi:10.3772/j.issn.2095-915x.2021.06.006

existing in the process of nested entity relationship extraction, this paper proposes a new knowledge extraction model SRG based
on graph attention network. Bert-Bi-LSTM is used as the shared coding layer to represent the span together with the multi span
entities obtained by the boundary detection module, and the graph attention network is used to extract features for relationship
extraction, which can effectively improve the detection effect of entity boundary information and category information. The

experimental verification is carried out on the public data set. [Results/Conclusions]The verification results show that, it has a

significant effect on solving the problem of entity nesting and relationship overlap.

Keywords: Deep learning; nested entity recognition; entity relationship extraction; threat intelligence
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