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Abstract: [Objective/Significance] Distributed denial-of-service (DDoS) attack is one of the most threatening and difficult
to defend attacks on the Internet. In response to the problems that traditional DDoS attack mitigation mechanisms are more
complex to detect and slower to generate mitigation policies, a lightweight DDoS attack mitigation mechanism based on in-
band telemetry is proposed in this paper. [Methods/Processes] First, in this paper, DDoS attack events are considered as a kind of

threat intelligence, and the universal DDoS attack characteristics are extracted through intelligence research methods. Then, in-
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band telemetry is used in the data plane to detect DDoS attacks, thus effectively reducing the network overhead and achieving

lightweighting. Finally, the control plane generates a speed-limiting policy and sends it down to the data plane switches to

reduce the impact of attack traffic on the network through the source-side speed-limiting method. [Results/Conclusions] That

this mechanism can detect DDoS attacks in time and effectively mitigate the network congestion caused by DDoS attacks, and

the sensitivity of the mitigation mechanism can be improved by shortening the statistical period of packets in the speed limit

threshold to make faster response to DDoS attacks.

Keywords: Programmable networking; DDoS attack mitigation; in-band telemetry; congestion avoidance; threat intelligence
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