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Abstract: [Objective/Significance] Due to the complex virtual-physical interactions and the sensitivity of data involved, sci-tech
information twin systems face significant risks of cross-domain attacks and privacy breaches. Developing an adaptive defense
framework can offer valuable guidance for future research. [Methods/Processes] Through literature review and conceptual
analysis, this study defines the essential characteristics of sci-tech information twin systems, identifying four core features: multi-
source integration of technological information, hierarchical real-time adaptability in information transmissionn, closed-loop
collaboration between physical and virtual systems, and coordinated complexity within system architectures. It also identifies

six key influencing factors: user requirements, network architecture, data types, adaptability, technology choices, and legal
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and regulatory compliance. Based on these, the study further analyzes defense demands and development trends. [Results/

Conclusions] This paper proposes the implementation of dynamic protection in the cycle of “virtual-real interaction-threat

response-strategy optimization”, and constructs a framework from five dimensions: network boundary, information collection and

analysis, data protection, application and service, and cross-domain collaborative defense. This framework breaks through the

traditional model, removes the barriers between virtual and real protection, incorporates a dynamic self-adaptive mechanism, and

forms a multi-dimensional, hierarchical and three-dimensional defense system.

Keywords: Science and Technology Information Twin System; Defense System; Network Technology; Information Monitoring;
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